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e Latest threats are very advanced

e Use social engineering tactics to gain access to
sensitive information

« Attack target selection will follow the pattern of
“traditional” phishing

 Credit unions need to act now
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Late 90s 2000 —2002 2003 —2006 2007 — Today
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Phishing

Cyveillan

Address .fiﬁL| hktp:ff85.45.97 .19/ chaseonline, chase, comfonline/hormefindex. php

CHASE ©

Start banking online now

GetaUserID

Returning Users: Log On

Il=er IO & .Ffrf?':ﬂl Bank.".".g... waam
¥ Checking

Pazsward: ¥ Credt Cards
k Zavings
D=

|:| Remember my Uzer D
Forgot User IDPassword?

¥ Online Banking & Bill Pay

Personal Lending

¥ Home Equity

k Mortgace

r &utoMehicle Loans
» Education Loans

Learn how to protect your

Date:  Jun 14 6:44AM

CHASE ©

Dear JPMorgan Chase & Co. Bank Member..

Chase Bank is devoted to keeping a safe environment for its comrnunity of consurmers and
producers, To guarantee the safety of your account, Chase Bank deploys sorme of the most

advanced security measures in the world and our anti-fraud units regularly screen the Chase Bank
database for suspicious activity,

e recently have discovered that multiple computers have atternpted to log into your JPMargan

been useNgor fraudulent purposes., We thank you for your cooperation in this manner, In order to
confirmn youl@nline Bank records, we may require some specific information from you,

Please click the link Welow to verify your account,

https://chaseonline.chase.com/online/horme,

[ —

If you choose to ignore our request, you leave us no choice but to temporary suspend
your account.

Thank you for your prompt attention to this matter, Please understand that this is a security
measure meant to help protect you and your account,

we apologize for any inconvenience.

The JFMorgan Chase & Co, Bank Security Team

Please do not reply to this e-mail. Mal sert to this address cannot be anserered. For assistance, log in to your JPMorzan Chase
account and choose the "Help" link in the header of any page.

accounts and personal
Bio [ s @0 o

NY*:APR e !

information
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One Bank Urgent Update - Message (H

EE

P fle Edt Wew [Insert Format  Tools  Actions  Help

S i Reply | CdiReply to Al | £33 Forward | EAR AT A o
From:
T
Cer

Subject: One Bank Urgent Lipdate

ONE

‘BANK

Dear valued customer, |

Due to concerns, for the safety and integrity of the online banking community we have issued the following warning message.
It has come to our attention that your account information needs to be updated as part of our continuing commitment to protect your account and to reduce the instance
of fraud on our website. If you could please take 5-10 minutes out of your online experience and renew your records you will not run into any future problems with the
online service. However, failure to confirm your records may result in your account suspension.

Once you have confirmed your account records your internet banking service will not be interrupted and will continue as normal.

To confirm your bank account records please call 1-888-123-1234.

Thank you for your time,
One Bank
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~lolx|
Favorites  Tools  Help iILinks »H
=» - J ﬂ it | 'QSEarch [Ee] Favarites @Media QI - =h - ;EJ @ J%

! #
. Address 1.'&;;] bt A Awewewe, oniebankonline.corm
Terms of Use | Open an Account | Apply for 2 Personal Loan | Apply for 3 $ A)
ONE |
BANK

PERSONAL ONLINE BANKING

Welcome to One Banking!

04040,
Security Information A) A) A)I & |$

1
For your safety we require you to confirm your account records, Please do so by logging in with your User ID/Social Se ( )
Mumber, password, ATM/Debit card number, last 3 digits on signature panel, PIN code, expiration date and account nur

1
User ID/Social Security Number: I)

(vour User ID¥Social Security Mumber for online banking sessions.)

Password:

(Your password far online banking sessions.)
ATM/Debit Card Number:

(vour ATM/Debit card number.)

cvvz:

{Last 3 digits located on the signature panel.)
Expiration Date {mm/yvyyyl:

(ATM/Debit card expiration date.)
PIN Code: I

(PIN code used with your ATM/Debit card number.)
Account Number: I

{Any Charter One checking, savings, CD, loan or mortgags)

Continue o

If you have trouble confirming your account recards in Online Banking ar have questions regarding the service, please contact
©nline Banking Customer Service at 1-877-771-7777.

|&] pare N

ol

Internet
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rosoft Internet Explorer

File Edit Wiew Faworites Tools Help |f’
= Y A A ) N
Q Back - > Iil |£] |, Search . ¢” Favorites &= = - “S
Address @ httpeffvault. cyveillance, comfsearchfviewer viewer, asp?sah=12m=E4ESE76A7 245134 TEECOBBEE 393388808 =166 v | &4 Go
-~
Return-Path: <anonymous@vanessagiles.coms
Received: from vanessadiles.com (vanessagiles.com [198.170.83 48])
by i it et (8.13.6/8.12.8) with ESMTP id k40B3Jm0013683
for =x=; Wiad, 24 May 2006 06:03:20 -0500
Received: (omail 43947 invoked by uid 21296); 24 May 2006 11:03:18 -0000
Date: 24 May 2006 11:03:18 -0000
10: <2008 railgar cams=
To %
Subject Nuevo medio de seguridad
Content-Type: texthtml; charset=us-ascii
Fram: Caja Madrid <contact@eajamadrid es=
Rephy-to: Caja Madrid <contact@cajamadrid.es=
Content-Transfer-Encoding: Thit
H-AcceptLanguage: en-us, en
Status
Enicio | Accesibilidsd | Boletines | Mencifin «l clievte | Apuds | Oficins  cajervs | biapa Web | Portales Caa Madrid
- - Y Banca a Distancia
- S Oficina Internet
Debido alos tentativas recientes de fraude Caja Madiid ha mtroducido un nuevo
medio de seguridad. Debes conectar en tu cuenta de Caja Madrid usando tu
ordenador personal o del lngar ¥ ordenador que has utilizado en el pasado. Tu
divecciln IP ser colocada a nuestra base de datos. Cualquer tentativa de
conexillu de un diverse direccilln IP necesita confitinacilin sobre el el telEfono
Puedes corregn su detalles personales y su diveccilln IF principal usando el panel
de control en cualquier momento
Por favor dar un plazo de 5 mimmutos a partic del momento que has llenado el
formulario nuestro ¥ damos su divecciln IF principal pulsa aqul o usando la
direccilln
https:/oi.cajamadiid.es/CajalvIa diid/oi/pt 0iLoginlogin IP conf=time
TiformaciTin Legsl | Segrided | Privacidad | Tarffes | TabI(R de Aramcios
il
< >
&) & Internet
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Cyveillance ::: Alert Viewer - Microsoft Internet Explorer
dle  Edit  ¥ew Favortes Tools Help i

L
") Back = () ﬂ ﬂ ¢ / D search , Favorites {54 - & - 3
ddress @] httphttpe: ffoi. cajamadrid, esCajaMadridjoijpt_oi/Login/loging v B
~
Introduzca;
— 1. Suidentificador (DN 1, Pasaports, Tatjsta
& \ B Residencia), sin letras, en el campo DI
\ 4
P 2 Suclave de acceso en el campo Clave
4 DNI
P— Clave
internet (]
>Hagase clienie Servicio de alencién ol cliente; 9022 4 6 8 10
Informaciénde
seguridad

|5 508
857152002

#* Auto-Protect Results

an&ﬁmyll::z;: @
‘ Close |
| Risk. | Action Count | Filenarme |
E 15, Trojan.Blinder  Deleted z MATTHE~1,HTM
£
JDons £ >
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Acquire Domain, URL,
Hijack legitimate site

Copy and build Total Cost
Phish site
559

Phishers Send Spam
email, SMS, Vishing

€

\ 4

Consumers click thru email, submit PlI
10



Example

Cyve

Emails Spammed
Percent filtered by spam filters

Percent of people who GET the email that will EVENTU-
ALLY open the email

Percentage of those who will read the email and click on
the link to the attack Web page

Of those who clicked on the link, % that fall for the attack

Total Mumber of people successfully phished

Cost Assumptions®:

Cash cost per customer compromised

Personnel per-hour costs for each hour a site is up

*The cost assumptions above are based on input and feedback from financial institutions of
varying size. Many organizations have their own specific values for the average costs of cre-
dentials (login, credit card, etc...) compromised by a criminal and the per-hour costs of

responding to an attack.

g,000,000
30%

L0%

10%

10%

2,500

51,800.00

5400.00

. @
HET (o=
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Example

Victims per Hour for the First 72 Hours Totel Cost per Hour for the First 72 Hours
$450,000
250
$400,000
i 430,000
$300.000
5
& 150 = saen
T S 5250,000
E_ - o
W gann s
" = 4200,000
E 1w o
B £ 150,000
- |
O 2100000
550,000
] g
4 7 1013 16 18 77 25 28 31 34 37 40 43 46 45 51 95 52 61 64 &7 70 1 4 7 1013 1619 22 25 26 31 34 37 A0 43 46 49 52 55 56 61 64 67 70
Time in Hours Time in Hours
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Example

Cumulative Cost Over the First 72 Hours
Cumulative Victims Over the First 72 Hours

54,500,000
2,500
54,000,000
$3.500,000
2,000
- $3,000,000
‘ ]
I~ el
E 1,500 O &2 500000
=z
g 2
2 $2.000,000 4
1,000
51,500,000
s00 41,000,000

2300,000

[

1 4 T 2001516 1% 22 5 28 31 34 37 20 45 46 49 52 55 58 &1 84 &7 70

Time in Hours 4 T 1013 1612 &F £ 8 3L 34 37 40 43 46 43 52 55 58 61 62 &7 W

Tirme in Hours
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. . facebook 2

« Social media has become a - gy
mainstream attack vector for |
fraudsters Yol flickr

« Both companies and consumers © LIFE Linked [T}

have cause for concern

© 2011 Cyveillance, Inc. Proprietary information.
www.cyveillance.com



®

New Threats CWEI!lgaprn(piey

 Fraud schemes targeting smart
phones on the rise

» Lack of security for ever-growing
amount of new mobile
applications create a new set or
problems for companies
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Social Media

Access points are not finite and controlled,
l.e. the walls are porous...

The
~a ”
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Examples

— Employee drowned two rabbits
and posted details on her
Facebook page along with a
picture

— Qutrage regarding the
individual’s posting spread
quickly throughout the Internet

@ Elizabeth Carlisle, Petland Employee, Drowns 2
Rabbits, Takes Plc
by | August 5, < prn share-@ ‘3‘#0

— As a result, Petland closed the
Akron store indefinitely resulting
In job losses and a tarnished
corporate image
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e Purpose-built for network infiltration and corporate
espionage

« Smaller, targeted attacks much harder to detect

e Direct and indirect losses are much more significant than
past smaller scams
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 Scalable

 Effective

B 8 3 @ " Plocainen wh.. [Fre
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e Targeted over 30
companies

e Criminals sought highly
sensitive technical
Information
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57 of 530 employees
targeted clicked on
malicious link — over
10%!!!

* Only a “few megabytes”
of data were stolen
before the lab discovered
the breach
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* Not designed to detect targeted attacks

* No security system can make up for human error

e Most anti-virus applications takes days or weeks to catch
up to the latest threats
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AV Performance

Anti-Virus Vendor Test Results 2H 2010
Source: Cyveillance
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AV Lag Time Study

Anti-Virus Vendor Test Results Over Thirty Day Peri  od
Source: Cyveillance
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Best Practices

“Security for a borderless perimeter.”

Old Security New Security

“Protect the Enterprise” “Protect Your Business”

: |—l
Endpoint =5 I_ i

Protection

=)
:i:IJ-:fl:n:
;# Partners and
— Consumers
Firewalls / Reputation
Server and System Anti-Spam : and Trust
Security
26
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e Social Media Policy
* Proactive registration on top social media sites

« Monitoring of Web and social media environment for
potential threats
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* Ongoing employee training

e Staying abreast of latest threats and protection
technologies
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Questions?

Contact info:
James Brooks
Director, Product Management

(703) 351-2405
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