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The Impact of Social Media on Corporate Security: 
“What Every Credit Union Needs to Know”
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• Overview
• Historical Perspective
• Latest threats explained
• Existing defenses
• Best practices

Agenda
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Overview

• Latest threats are very advanced 

• Use social engineering tactics to gain access to 
sensitive information

• Attack target selection will follow the pattern of 
“traditional” phishing

• Credit unions need to act now
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Historical Perspective

2007 – Today

• Blended malware 
attacks

• Vishing
• SMShing
• Fast-flux
• Cross-site scripting

• Blended malware 
attacks

• Vishing
• SMShing
• Fast-flux
• Cross-site scripting

2003 –2006

• Other industries and 
smaller institutions

• Accurate spoof Web 
sites

• Similar domains

• Other industries and 
smaller institutions

• Accurate spoof Web 
sites

• Similar domains

2000 –2002

• Financial targets
• Misspellings
• Poorly crafted 

Web sites

• Financial targets
• Misspellings
• Poorly crafted 

Web sites

Late 90s

• Primarily  
targeted at  ISPs

• Primarily  
targeted at  ISPs
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Phishing
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Vishing
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Pharming
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Malware-based Phishing
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Malware-based Phishing
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Consumers click thru email, submit PII

Total Cost
$$$
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Anatomy of a Phish

Copy and build 
Phish site

Acquire Domain, URL, 
Hijack legitimate site

Number of victims
per hour

Phishers Send Spam 
email, SMS, Vishing
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Example
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Example
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Example



© 2011 Cyveillance, Inc. Proprietary information. 
www.cyveillance.com

• Social media has become a 
mainstream attack vector for 
fraudsters

• Both companies and consumers 
have cause for concern

New Threats
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• Fraud schemes targeting smart 
phones on the rise

• Lack of security for ever-growing 
amount of new mobile 
applications create a new set or 
problems for companies

New Threats
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Social Media

��

Access points are not finite and controlled, 
i.e. the walls are porous…
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Petland:
– Employee drowned two rabbits 

and posted details on her 
Facebook page along with a 
picture

– Outrage regarding the 
individual’s posting spread 
quickly throughout the Internet

– As a result, Petland closed the 
Akron store indefinitely resulting 
in job losses and a tarnished 
corporate image

Examples
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• Purpose-built for network infiltration and corporate 
espionage

• Smaller, targeted attacks much harder to detect 

• Direct and indirect losses are much more significant than 
past smaller scams

Advanced Persistent Threats (APTs)
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• Stealthy

• Scalable 

• Effective

Latest Malware
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Targeted Attacks
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• Targeted over 30 
companies

• Criminals sought highly 
sensitive technical 
information

Aurora
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• 57 of 530 employees 
targeted clicked on 
malicious link – over 
10%!!!

• Only a “few megabytes” 
of data were stolen 
before the lab discovered 
the breach

Is my company vulnerable?
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• Not designed to detect targeted attacks

• No security system can make up for human error 

• Most anti-virus applications takes days or weeks to catch 
up to the latest threats

Existing Defenses Ineffective
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Anti-Virus Vendor Test Results 2H 2010
Source: Cyveillance

AV Performance
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Anti-Virus Vendor Test Results Over Thirty Day Peri od
Source: Cyveillance

AV Lag Time Study
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“Security for a borderless perimeter.”

Partners and 
Consumers

Commerce

Reputation 
and Trust

New Security
“Protect Your Business”

Firewalls / 
Anti-SpamServer and System

Security

Endpoint 
Protection

Old Security
“Protect the Enterprise”

Best Practices
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• Social Media Policy

• Proactive registration on top social media sites

• Monitoring of Web and social media environment for 
potential threats

Best Practices
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• Ongoing employee training

• Staying abreast of latest threats and protection 
technologies

Best Practices
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Questions?

Contact info:  
James Brooks
Director, Product Management
jbrooks@cyveillance.com
(703) 351-2405


